SBI-Tiny: SBI’s Initiative for Financial Inclusion

STATUS of implementation

1. 

Live Trials of the various application components

completed in October ’06, spanning PC based card

enrollment; personalization and printing of RFID cards; end-

to-end transactions using RFID cards, NFC phones,

Biometric Readers, ZERO Transaction Handler connected

to the SBI Test Server.

2. 

Production connectivity commissioned after security audit

and review of technology and back-end systems by SBI’s

approved 3rd party Security Audit Agency.

3. 

Eight Week launch schedule as follows:

a. Aizawl (Mizoram) on 7th November (now Live)

b. Sangareddy in Medak (Andhra Pradesh) on 20th November (now Live)

c. 

Pithoragarh (Uttaranchal) target end November ‘06

d. 

Chamoli (Uttaranchal) target first week of December ‘06

e. 

Dharavi (Mumbai) target first week of January ’07
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ZERO TECHNOLOGY PLATFORM for SBI-Tiny

1. 

ID Profile:

An extensive ID profile is created on the card. Some information fields are compulsory and

others are optional. Optional fields can also be captured in the future and written post-issuance

on the card with control of the back-end system.

Pre-created information slots on each card:

First Name; Middle Name; Last Name; Gender; Date of Birth; Occupation; Marital Status; Blood

Group; Caste; Full Address (Home/Business/Permanent/Correspondence); Yr. of Marriage; Yr.

of passing (SSC); Mother's Name; Father's Name; Spouse's Name; No. of children;

Handicapped (Y/N); Fingerprint (Left); Fingerprint (Right); Phone (Res); Mobile; Passport No.;

PAN No.; Other SBI A/C No.; Driver Lic. No.; Vehicle Type; SHG No.; NREGS No.; National ID;

Voter ID; Employee ID; Pension ID; Insurance Policy No.; Email ID; Income Group; Loyalty;

Nominee Name and Relationship with card holder.

Following is printed on card:

Photograph; Sex, Date-of-Birth; Issuance Date; Name; Card Number; Address; SBI-Tiny;

ZERO; Disclaimer (usually at Back); Helpline Number; URL

Enrollments carried out in villages, and card printing carried out centrally.

2. 

Multiple Applications:

Using the common ID profile of the cardholder, the ZERO framework allows the following

categories of applications to be activated on the customer card:

• Micro-Savings (SBI-Tiny no-frills pre-paid account)

• Micro-Credit (including Kisan Credit Cards, GCC)

• Micro-Insurance

• Cash Withdrawals

• Cashless Payments to Merchants

• SHG saving-cum-credit accounts and attendance systems

• Salary disbursements for schemes like Employment Guarantee Scheme

• Passbook

• EMIs

• Government Benefits

• Utility Payments

• Coupons, Vouchers and Tickets

• Loyalty Points

• Automatic Fare Collection Systems (eg.: GO-Mumbai transit e-purse and passes)
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3. 

Portable and Fixed options for Front-end Devices (fully interoperable)

PORTABLE (for transactions)

NFC phone + Fingerprint Device + Printer:

Compact. Portable. Battery Operated (over full day of operations on battery).

Communications Options: 

SMS (preferred)

GPRS

FIXED (for transactions + enrollment of customers)

PC + Smartcard Reader + Fingerprint Device + Webcam + Printer:

Desktop Equipment. Can use any existing PC. Mains power needed.

Communications Options: 

Broadband (preferred)

Landline

SMS (preferred)

GPRS

CDMA / WLL

Radio Modems

4. 

ONLINE mode:

Default operations mode is ONLINE.

Customer cards can be used at ANY outlet (primary advantage).

Balance available in the account available at back-end is updated on the card after every

transaction.

5. 

OFFLINE mode:

ZERO supports off-line transactions and batch uploads and downloads when connectivity is not

inadequate or unavailable.

Customer cards can be used at one or more pre-assigned outlets. Each outlet (or cluster of

outlets) download card balances and upload transaction records of the assigned cards at

beginning of day.

Transactions are allowed within pre-assigned cumulative offline limits.

Card balance is updated after every transaction.

Offline usage is based on offline EMV implementation with additional checks and balances for

fraud prevention and data validation.

OFFLINE mode is supported on both mobile and PC configurations.
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ROLES and RESPONSIBILITIES:

A.Little.World

1. 

Front-end and back-end technology, 24x7 operations and system maintenance.

2. 

Enrollment and Personalization system for issuance of cards.

3. 

MIS and Reporting.

4. 

Technology support to Business Correspondents

5. 

Focus on Increasing the viability and sustainability of the project through:

• Reduction of cost of cards,

• Reduction of cost of communications (SMS, GPRS, Broadband)

• Better distribution

• New revenue streams for the last mile operators

State Bank of India

1. 

Issuance of financial products and services on cards

2. 

KYC of customers (or assignment of role to a suitable entity like an NGO / MFI / Village

Panchayat / Government body, etc).

3. 

Settlement of transactions

4. 

Bring Business Facilitators / Business Correspondents

5. 

Publish tariff table for various banking related services at the Customer Service Outlets. 

6. 

Maintain fingerprint and photograph databases of customers

7. 

Maintain customer credit rating bureau

8. 

Promotional activities and customer awareness programs.

SBI Branches

1. Assistance in KYC

2. 

Creation of awareness in and around its branch location

3. 

Warehousing of physical forms and data collected

ZERO-Mass

1. 

NGO playing the role of a Business Correspondent, with an aggregator account at SBI.

2. 

Local level program coordination with strongly placed local NGOs and District Administration

3. 

Aggregator of Customer Service Points 

4. 

Cash Management Service and MIS tools to CSPs

5. 

Help Desk in local languages for Customer Service Points

6. 

Hands-on Operator Field Training for:

Enrollment of customers

Financial Inclusion Transactions

Non-Banking Transactions

7. 

Program level support to ensure commercial sustainability through value added services on card

and devices through program partners
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ANNEXURE:

ZERO Technology Platform

The ZERO Financial Inclusion product platform is designed as an application service provider (ASP)

model to be used by banks, utility service providers including Government departments. The platform

is based on open systems at both back-end and front-end. The product platform is multi-tiered with

use of several types of front-end devices communicating with an array of back-end applications

managing banking and telecom systems using various modes of communication. The following

modules form the product platform:

ZERO Transaction Server (ZTS):

ZTS is a secure cluster of payment acquiring business components running on a high available

architecture. All transaction messages originating from the registered merchants and customer service

points are routed to banking system through ZTS. It is an Enterprise Java based server and uses

Oracle as database. ZTS switches transactions to banks using ISO 8583 and other protocols.

Application Service Interfaces:

A cluster of generic business components to handle multiple application interfaces and protocols. The

system is used to interface with all utility applications and manages their respective business logics.

EMV Handler:

The EMV Handler performs secure authorization of EMV Application Request Cryptogram (ARQC)

generated by the chip card EMV application and generates an EMV Application Response

Cryptogram (ARPC). The EMV Handler filters EMV specific data from the financial transaction

message and the transaction is sent to the Issuing Bank for funds authorization as if it was a regular

magnetic stripe transaction authorization request. The EMV Handler therefore provides an effective

intermediary Issuing and Acquiring solution for Banks to work with chip cards based on EMV security

without having to upgrade their back-end systems to EMV. In case an Issuing Bank is capable of

handing EMV transactions directly, the transactions are directly passed through for authorization by

the Bank’s EMV Switch.

Communication Server:

The communication server manages all incoming and outgoing data traffic using various modes of

data communications. The server is designed to cater to multiple communication service providers

using multiple communication channels, e.g. SMS, USSD, GPRS, TCP/IP.

Key Management System (KMS):

The system is designed according to Global Platform standards for security and key management to

manage lifecycle of keys and certificates used by the platform components. KMS uses the secure

environment of a Host Security Module (HSM) to manage secure generation, storage, distribution and

revocation of cryptographic key values.
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Transaction Switch:

Host system to switch financial transactions between Switches of participating banks in ISO 8583/

XML formats. This system is also used to log the clearing data provided as input to the central

Clearing and Settlement Host.

MIS and Reporting Tools:

Management Information System of ZERO Platform includes reporting, logging and audit trail of

transactional and operational data for all participating entities in the system, including merchants,

customers, issuing banks, acquiring banks, mobile operators and personalization system. Third party

reporting tools are used in conjunction with Oracle Database.

FRONT END SYSTEMS:

Terminal Application:

The application is designed as a set of device specific components to cater to multiple types of

payment and utility terminals, e.g. NFC phones, PCs. Terminal application caters to Customer Service

Points (CSP), Business Correspondents (BC) and Merchant Establishments (ME).
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Card Application:

The applications on smart card are designed for various modes of operations (often many modes on a

single smart card):

• Contact interface (ISO 7816)

• Contact-less interface (ISO 14443)

• Dual interface (contact and contact-less)

• STK (SIM Toolkit) mode of operation

Peripherals:

Biometric Device:

Fingerprint scanners are used at BCs/CSPs/MEs for user authentication purposes. Versions re

designed to cater to both contact and contact-less card environment as well as embedded and

non-embedded mode of usage.

Receipt Printer:

Thermal printers are used for providing payment receipts, when the portable NFC set is used.

Regular printers are an added option when PCs are used.

Camera:

Digital cameras connected to a PC are used to enroll customer photographs.

Card Readers:

Contact and contact-less card readers are used to read and write information from smart card

using a terminal device. A.Little.World has innovated to build add-on smart card readers to low-
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