How to setup WiFi access for a Win 8 laptop (for most of the laptops)

1. Ensure that the hardware switch (a small slider in the front for Lenovo models, and a keyboard button
for Del/Sony models) for wifi is enabled.

2. If you can’t find the wifi switch, point to the upper-right corner of the screen with your mouse, move
the mouse pointer down and then click Search.

3. Select the option “Settings” in the right pane and type “wifi” in the search box.

4. Click on “Turn wireless communication on or off” option and toggle the “wireless network
connection” as shown in the image below.
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5. Similarly using the search option and choosing the option ‘settings’, search for “Network and Sharing
Center” and open it.
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6. Now, click on “Set up a new connection or network™ as shown below.

1 i b ControlPanel + All Control Panel ltems » Network and Sharing Center
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View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings You are currently not connected to any networks.
Change advanced sharing
settings Change your networking settings
i Setup a new connection or network
Set up 3 broadband, disl-up, or VPN connection; 4t et up a router or access point.
[ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting infermation.
Seealso
HomeGroup

Internet Options

‘Windows Firewall

Select “Manually connect to a wireless network” from the window that appears.
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Connect to the internet
Set up 3 broadband or dial-up connection to the Internet.

Set up a new network
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{ Manually connect to a wireless network
. Connect to & hidden network or create a new wireless profile.

Connect to a workplace
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Enter information for the wireless network you want to add

Network name: ] wifigtudgnt{ ]
Secuty lype [£Choose an optiont ™)
Encryption type: [ - I
Security Key: [ I Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.




1. In the window that opens, type “wifistudent” as network name SSID, and Security Type as WPA2-
Enterprise (as chosen from the drop down menu).

@ a1 Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: wifistudent

Security type: l[gh.oﬁse an EB“"’!’i = l
No authentication (Open)

Encryption type: WEP
WPA2-Personal
Security Key: WPA-Pessonal [ Hide characters

WPA2-Enterprise
WPA-Enterprise
[7] Start this connection at802.1x

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel ]

2. Check the “Start the connection automatically” and press next.
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3. Open the connection properties window by clicking on “Change Connection Settings”.
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4. Inthe properties window, check the boxes as shown below.

wifistudent Wireless Network Properties ﬂ

Connection | Security

Name: wifistudent
SSID: wifistudent
Network type: Access point

Network availability:  All users

[VIConnect automatically when this network is in range;
[] Connect to a more preferred network if available
[] Connect even if the network is not broadcasting its name (SSID)




1.

Select the Security Tab, select security type as WPA2-Enterprise from the drop down menu, encryption
type as AES, network authentication method as “Protected EAP (PEAP)”. Check the check box as shown
below.

wifistudent Wireless Network Properties

Connection | Security

Security type: WPAZ-Enterprise b

Encryption type: AES w7

Choose a network authentication method:
Microsoft: Protected EAP {PEAP) W Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cars

In the above windows, click on advanced settings in bottom left corner to open the window as shown
below. Check “Specify authentication mode” select “user authentication” method from the drop down
menu as shown below and click on “save credentials”.
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[User or computer authentication v Save credentials

Delete credentials for all users

[ Enable single sign on for this network

@) Perform immediately before user logon

Perform immediately after user logon

10
Allow additional dialogs to be displayed during single |
sign on

This network uses separate virtual LANs for machine
and user authentication

[ o« ][ cancel




Advanced settings

802, 1X settings K

Spedify authentication mode:

) com authentication v [ Save credentials
User or computer authentication
|Computer authentication
User authentication i

|Guest authentication
Enable single sign on for this network

@) Perform immediately before user logon

Perform immediately after user logon

Maximum delay {seconds): |
Allow additional dialogs to be displayed during single
sign on '

[ This network uses separate virtual LANs for machine
and user authentication
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Advanced settings ' '
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Specify authentication mode:

'] [ Save credentials ]

[Ipelete credentials for all users

[T Enable single sign on for this network

(@) Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10 S5
Allow additional dialogs to be displayed during single
sign on '

[] This network uses separate virtual LANs for machine
and user authentication




6.

7.

Enter your password and username in the window as shown below.

Windows Security — g

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).
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[ ok ][ cancel |

Windows Security — g

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).
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In the window (as shown below) previously accessed in step number 10, click on Settings of PEAP to open
the windows as shown below.

wifistudent Wireless Network Properties u

Connection | Security

Seaurity type: [s02.1x v

Encryption type: [wﬂ? v]

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) v]| Settings

Remember my credentials for this connection each
time I'm logged on
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When connecting:

[] Connect to these servers:
| |

Trusted Root Certification Authorities:
Class 3 Public Primary Certification Authority i
[ Equifax Secure Certificate Authority
[] GTE CyberTrust Global Root

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority
[] Thawte Timestamping CA

[] verisign Trust Network

[ verisign Trust Network

["] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... J

Enable Fast Reconnect

[]Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV

[] Enable Identity Privacy ‘

8. Uncheck “validate server certificate in the window as shown below.

Protected EAP Properties =5

When connecting:
[y

[ Connect to these servers:

d R rtification Authorities:
!
[7] Equifax Secure Certificate Authority
["] GTE CyberTrust Global Root
[ Microsoft Root Authority
[7] Microsoft Root Certificate Authority
[] Thawte Timestamping CA
[7] verisign Trust Network
VeriSign Trust Network

["]Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secu'ed password (EAP-MSCHAP v2) '] [ Configure... }

Enable Fast Reconnect

["| Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy ‘ ‘
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9. Now, click on the Configure button from the window shown above and uncheck the box as shown below.

r ~N =
EAP MSCHAPy2 Properties 3" | AP MsCHAPY2 Properties [
When connecting: When connecting:
Automatically use my Windows logon name and 0 Automatically use my Windows logon name and
password (and domain f any). ord (and domain if any).
[ ok | [ cance | [ ok ][ cancel |
. T e e——— 4 ——

10. Close all the windows and go to the desktop and click on wifi symbol on the bottom left corner of the
desktop.
11. Start the wifistudent connection by providing necessary details.
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